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ABSTRACT

The advent of  cutting-edge technology and more efficient production processes in Industry 4.0 is being shaped by the use of  
AI, ML, embedded systems, cloud computing, Big Data, and the IoT. As smart and learning machines continue to make great 
strides, the need for AI is only going to grow. The integration of  AI into smart manufacturing has the potential to address crit-
ical sustainability concerns while simultaneously improving supply chain efficiency, resource use, and waste management. The 
goal of  customer-driven manufacturing capabilities, which are the foundation of  Industry 4.0, is to increase productivity, sus-
tainability, and agility. The primary use of  AI and ML in contemporary manufacturing is process improvement and monitoring. 
Numerous disciplines, including machine learning, robotics, and the internet of  things, contribute to the study of  industrial AI 
systems. Sustainable manufacturing solutions are created, validated, deployed, and maintained using industrial AI. The prolifera-
tion of  cloud computing and the subsequent precipitous decline in the price of  data storage have made it possible to store and 
transfer vast amounts of  data to ML and AI algorithms, which in turn automate and expedite many business processes. Smart 
process design, monitoring, control, scheduling, and industrial applications form the basis of  smart manufacturing and Industry 
4.0. Originally known as Internet of  Things (IoT)-based technology, smart manufacturing now covers a wide variety of  fields.
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INTRODUCTION 

Innovative and intelligent production units are necessary for the 
quality and sustainability of  industrial operations. The Internet 

of  Things (IoT), embedded systems, cloud computing, big data, 
artificial intelligence (AI), and machine learning (ML) are all play-
ing a role in the paradigm shift toward more efficient industrial 
processes and cutting-edge technology. “Artificial intelligence is 
the science and engineering of  making intelligent machines, espe-
cially intelligent computer programs,” said John McCarthy, widely 
recognized as AI’s progenitor.[1] Machines with artificial intelli-
gence can learn and solve problems just like humans. Several types 
of  artificial intelligence exist, subject areas such as machine learn-
ing, computer science, data mining, genetic algorithms, neural net-
works, artificial intelligence, and computational theory. A number 
of  disciplines are making extensive use of  AI, including engineer-
ing, teaching, research, healthcare, finance, and marketing.   

The demand for AI is always growing as a result of  the fast ad-
vancement made possible by intelligent and learning technologies. 
The integration of  AI into smart manufacturing has the potential to 
address critical sustainability concerns while simultaneously improv-
ing supply chain efficiency, resource use, and waste management. 
Optimization of  industrial processes with artificial intelligence may 
lead to environmentally friendly production. “If  we properly incor-
porate artificial intelligence, we can achieve a revolution with regard 
to sustainability,” said Hendrik Fink in 2019, while serving as head 
of  sustainability services at PricewaterhouseCoopers. AI is going to 
be the engine that propels the fourth industrial revolution.[2] in 
Industry 4.0 aims to improve production capabilities based on con-
sumer needs, leading to more agility, sustainability, and productivity. 
The primary use of  AI and ML in contemporary manufacturing is 
process improvement and monitoring. Machine learning (ML) is a 
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branch of  artificial intelligence (AI) concerned with the collection of  
data for the purpose of  automating learning processes and building 
a knowledge base. In industrial processes, AI and ML may form a 
complete data monitoring system that is backed by cyber-physical 
systems (CPS), IoT architectures, and the ability to analyze Big Data. 
Industries may equip themselves with substantial increases in effi-
ciency, quality, and productivity via the exploitation of  critical data, 
which is primarily driven by the technological paradigm shift for In-
dustry 4.0. In today’s industrialized world, ML is important for op-
timizing processes. By developing new services with the intelligence 
to operate independently and using analytically adept tools, AI may 
boost production performance. In smart manufacturing, optimiza-
tion of  the whole value chain is done in real-time, in addition to 
enhancing the core production process. Self-awareness, self-moni-
toring, and self-optimization are techniques that CPS’s use to im-
prove industrial processes. Artificial intelligence is a game-changer in 
Industry 4.0, which is shaking up production methods and the way 
companies do business as usual. Artificial intelligence systems have 
the ability to see their surroundings, analyze pertinent facts, resolve 
complex issues, and adapt their answers over time. 
Numerous disciplines, including machine learning, robotics, and the 
internet of  things, contribute to the study of  industrial AI systems. 
Sustainable manufacturing solutions are created, validated, deployed, 
and maintained using industrial AI. By including these domains, in-
dustrial systems are able to adapt and solve problems autonomously 
within certain limits. Using AI, which is easily accessible, managers, 
scientists, and executives may increase company efficiency. Massive 
data sets may be stored and sent to ML and AI algorithms to au-
tomate and expedite various organizational operations, thanks to 
the proliferation of  cloud computing and the dramatic drop in data 
storage prices. In addition, machinery and tools are becoming more 
intelligent. To adapt to the ever-shifting needs of  a global market, in-
telligent manufacturing makes use of  cutting-edge AI technology to 
achieve smart, adaptable, and reconfigurable machine processes. The 
whole product lifecycle and value chain are enhanced using smart 
sensors, improved materials, data analytics, smart devices, and flex-
ible decision-making tools and models. Incorporating cutting-edge 
models and efficient techniques, the Intelligent production System 
(IMS) has transformed traditional production processes into smart 
systems, realizing this vision for the future of  manufacturing.[4] 
According to the German Ministry of  Education and Research, 
“Industry is on the threshold of  the fourth industrial revolution” 
[5]. The convergence of  the physical and digital realms is giving rise 
to the “Internet of  Things,” which is being propelled by the ex-
pansion of  the internet. Connectivity and communication between 
smart devices are made possible by the Internet of  Things (IoT), a 
network system. When setting up an IoT system, two separate but 
equally important factors are needed: first, a full suite of  tags and 
sensors to collect data from different processes and stages; and sec-
ond, software protocols for transmitting and storing this data to a 
central server.[6] Data sent across this network of  systems connect-
ing physical and computational elements is managed and analyzed by 
the CPS. The Internet of  Things (IoT) is an integral part of  modern 
networks and systems, allowing for post-data feedback and real-time 
information collecting.[7] Data collecting, smart sensing, autonomy, 
and feedback mechanisms are the different systems that make up 
CPS. Furthermore, cloud computing is a crucial part of  Industry 4.0 

since it allows for the management and storage of  real-time data as 
well as the provision of  data storage and Big Data analytics. Poten-
tially game-changing uses of  Industry 4.0 include data storage and 
analysis of  massive data flows. 
Both businesses and universities are interested in Industry 4.0. Vari-
ous studies have focused on the business sector 4.0 together with its 
uses, developments, structure, and obstacles. While smart manufac-
turing has advanced thanks to the integration of  AI and ML, very 
few studies have attempted to link Industry 4.0 with this develop-
ment. The function of  artificial intelligence and machine learning in 
Industry 4.0 must be clarified, and the results of  academic and busi-
ness studies on smart manufacturing must be compared. The main 
reason for this review is this. The writers will use Table 1, which gives 
an overview of  industry-wide technology integration, to set the stage 
for their discussion of  artificial intelligence and machine learning, 
smart manufacturing, process optimization and control, defect de-
tection, computing, and data storage. 
2.	 AI in Smart Manufacturing and Industrial Evolution
Smart process design, monitoring, control, scheduling, and indus-
trial applications form the basis of  smart manufacturing and Indus-
try 4.0. Figure 1 shows the main parts of  this structure. Originally 
known as Internet of  Things (IoT)-based technology, smart man-
ufacturing now covers a wide variety of  fields. Methods connected 
to CPS, the IoS, Big Data, analytics, and sophisticated robots are all 
part of  smart manufacturing. Products have become accessible and 
networked thanks to the spread of  CPS/IoT and smart items, which 
has allowed data-gathering to facilitate precise targeting for fast and 
effective decision-making. Also, when you include in the impact of  
real-time data,
 Fig. 1 Advantages of  integrating smart manufacturing and AI in 
industrial processes.

2.1	 Process design
Modern technology, such as AR and VR, has transformed smart and 
efficient production from the old ways of  doing things.The use of  
hybrid prototypes has made virtual reality (VR) a reality in manu-
facturing, and CAD/CAM software can now have direct, real-time 
conversations with physical systems via AR, VR, and CPS. In order 
to accomplish the pinnacle of  automation, current engineering tech-
niques are adapting to integrate smart production technologies.[8] 
2.2 The use of  VR and AR 
Virtual reality (VR) is a technology that uses computer-generated 
images to create an illusion of  a real-world environment for its us-
ers. Tech workers in smart manufacturing are getting their training 
in virtual reality. Virtual reality allows engineers and technicians to 
experience production processes and the difficulties they face in the 
workplace. Virtual reality (VR) creates a digital replica of  a process 
or product, eliminating the need to invest in costly prototyping and 
testing.[9] Manufacturing and testing digital processes may be seen 
in virtual simulations, which allows for more efficient product cy-
cles and quicker innovation. Then then, augmented reality is a virtu-
al setting made to study actual industrial issues and their solutions. 
Training, data validation, and product testing form the basis of  the 
process, which provides substantial time and money savings.[10] 
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2.3 Intelligent devices 
A new era in production has begun with the introduction of  intelli-
gent tools, robotics, and manufacturing agents. Autonomous behav-
ior and decision-making supported by real-time data are hallmarks 
of  agent-based systems. In a similar vein, CPS systems enhance 
smart machine tools by recording and processing data via cloud 
computing. Due to the inherent quality control processes in smart 
systems, quality checks performed after processing are superfluous.
the eleventh 
24. Smart surveillance 
When it comes to smart manufacturing, monitoring systems are vital 
for scheduling, routine equipment maintenance, and day-to-day op-
erations. Temperature, vibration, speed, and energy usage are only 
some of  the metrics recorded by a sensor network that spans the 
whole production line. All production processes are monitored by 
data visualizations and CPS systems, which may send out warnings 
when anything out of  the ordinary happens. The tools needed for 
these huge data analytics are provided by multi-task agents, CPS, 
cloud computing, and the Internet of  Things (IoT).[12] 
2.5 Smart command 
Industry 4.0 equipment can be better controlled with the help of  
CPSs and multi-agent systems. Smart control controls and monitors 
processes remotely with cloud computing. Manufacturing may be 
optimized and process efficiency can be increased via the use of  de-
cisions. Thanks to the proliferation of  mobile internet devices, cloud 
computing, and mobile communication technologies (such 5G), in-
dustrial AI has become an essential component of  smart industry, 
which relies on the contemporary internet. The integration of  in-
dustrial AI with generic use AI to achieve new uses, such as creating 
cutting-edge models, smart manufacturing, better decision-making, 
and resource allocation. With the help of  industrial AI, smart in-
dustries and machines can now observe, execute, learn, adapt, and 
decide on their own. This means that the system can handle a wide 
range of  industrial duties and adapt to different circumstances as 
they arise. Consequently, it becomes possible to maximize the uti-
lization of  resources and equipment, enhance product quality, and 
streamline processes. Businesses and smart industries may improve 
their operations with the help of  industrial Big Data collected over 
the internet and cloud computing. This data supports their efforts to 
study and create new AI technologies, such as: 
Revolution in industry (2.5.1)
In 1760, as a result of  the textile industry’s development, the first in-
dustrial revolution began. In terms of  investment, opportunity, and 
outputs, industries saw substantial expansion. This expansion poten-
tial mainly benefited the railway, mining, coal, and iron sectors. For 
financial and material benefit, economies that relied on agriculture 
moved to industry.in [13] 
The discovery of  fossil fuels like coal, gas, and oil sparked the sec-
ond industrial revolution, which in turn led to the creation of  cut-
ting-edge machinery and consumer goods. Steel, fertilizers, dyes, 
motors, ships, chemicals, apparel, and transportation were all greatly 
improved by new industrial techniques. Contemporary means of  
communication, such the telephone and telegraph, played an es-
sential role in this transformation. A framework for energy devel-
opment and distribution was established to include electricity into 
society’s modernization.[14] 

Programmable logic controllers (PLCs) and robotics for process 
automation ushered in the third industrial revolution immediately 
after WWII. Massive R&D in telecommunications, processors, com-
puting, transistors, and computers has created new possibilities for 
long-term industrial growth. When it came to automation, infor-
mation technology and electronics saw revolutionary developments 
throughout this third revolution.[15] 

The phrase “Industry 4.0” was first used by German researchers in 
2011 to characterize the fourth industrial revolution.[16] The con-
vergence of  cloud computing, the internet of  things (IoT), artificial 
intelligence (AI), machine learning (ML), and the real-time gathering 
of  data for financial analytics is the foundation of  this fourth rev-
olution. In addition to integrating various production systems and 
processes, Industry 4.0 also uses artificial intelligence algorithms to 
make intelligent judgments. It encompasses manufacturing process 
automation, augmented reality, and virtual reality. However, tradi-
tional production methods may not be completely upgraded and 
adopted to an Industry 4.0 infrastructure.[13]

3.	 Applications of  ML and AI in manufacturing industries
When it comes to smart manufacturing and other contemporary in-
dustrial processes, AI plays a crucial role in solving problems. The 
modern industrial sector has seen substantial advancements in a 
crucial subset of  artificial intelligence and machine learning. Data-
sets that may be used by ML models are in high demand due to the 
fact that industrial processes are constantly evolving. Tools like data 
analytics, automation, and deep learning rely on these datasets. A 
key component of  contemporary industry, neural networks help im-
prove production efficiency by constantly monitoring processes and 
identifying outliers.[17] Figure 2 shows the industrial AI framework 
and system architecture, which includes these important parts. 

3.1 Optimisation of  processes 
Manufacturing processes may be optimized and improved with the 
use of  data analytics and ML, which can give the best possible pa-
rameters. Faster, more tailored mass production with little waste will 
be possible in the next decade thanks to manufacturing and industri-
al analytics made possible by the growing convergence of  machine 
learning and process optimization. The effective use of  real-time 
data sets to enhance injection molding operations was investigated 
by Rønsch et al.[18], who gathered information from over a hun-
dred molding machines. Achieving high process accuracy via the in-
tegration of  ML was the focus of  their investigation. According to 
the study’s findings, current The data from manufacturing processes 
does not capture or reveal the variations in raw materials that impact 
product quality. However, by including extra monitoring sensors into 
the molding process, more accurate raw data may be obtained. In 
order to have accurate and up-to-the-minute data, the study worked 
with many industries. 
To increase output in make-to-stock product production, Lorenz et 
al. [19] introduced a novel data-driven strategy. The method that was 
put into place made use of  process mining to dynamically map and 
analyze complicated manufacturing processes that needed automa-
tion variations in a methodical manner to boost efficiency. Experi-
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mental validation of  the data was carried out by the research, which 
used this model as a case study for a prominent manufacturer of  
sanitary products. The findings provided producers with sugges-
tions for improving manufacturing procedures. Using regression 
trees and classification techniques, Zangaro et al.[20] outlined and 
evaluated a learning-driven supervised solution for the line feeding 
problem (LEP). A decision tree was constructed using data from 
various components, tools, and real-time production processes. The 
tree then proposed a line feeding mechanism for optimization. In 
addition, they established a repair approach that provided worka-
ble answers and suggestions with acceptable average cost addition 
for cases when no apparent solution could be found. In terms of  
optimising the line feeding mode, the proposed solution was spot 
on. ‘Progress in hardware, data analytics, and software in integrat-
ing AI for industrial applications.’ Table 2 presents topics that these 
research support. Use of  artificial intelligence and data analytics in 
business settings is appropriate for the approaches outlined in the 
table. 

3.1	 Human and robot collaboration
Industrial AI offers significant potential to strengthen human– robot 
collaboration and give support to existing human-centric jobs on the 
production line, whether by increasing operator safety and welfare or 
by optimizing tasks in a more efficient manner. Current potential for 
Industrial AI in the manufacturing sector includes workforce train-
ing, planning, monitoring, assistance, and collaborations with robots. 
Given this potential, human–robot collaboration must be studied 
further to enable stakeholders within manufacturing to fully utilize 
the advantages of  Industrial AI. By using AR or VR, human–robot 
interaction may facilitate and improve such manufacturing processes 
as maintenance, assembly, and remote diagnostics.

3.1.1	 Operations and planning
Various industries have complex work sequences, and any slight is-
sue can have a significant impact on process efficiency, cost, quality, 
time, and waste management. The operation of  any machine con-
sists of  various tasks and requires different tools. AI and ML can be 
used to operate and plan these complex work sequences through 
neural networks and algorithms. Research studies have used various 
AI and ML models to plan, optimize, and increase the efficiency of  
manufacturing processes.
Rentsh et al.[21] employed fitness function algorithms and genet-
ic models to optimize resource and energy efficiency in production 
line designs and process operations. Brik et al.[22] classified employ-
ees and workers in a model based on the disruption model, utilizing 
supervised techniques such as regression, random forest (RF), and 
decision-making tree techniques. In choosing an algorithm, the study 
evaluated the classification accuracy of  a process and considered 
modeling and prediction times. Using completely random trees, gra-
dient-boosting trees (GBT), and RF, Walther et al.[23] forecasted and 
predicted the factory load in advance. Before selecting an algorithm, 
researchers carried out selection or detection by modeling it and 
eliminating repetitive features. The study implemented the model 
with a feature of  engineering that makes use of  moving averages to 
improve the performance and efficiency of  the selected algorithms.

3.1.2	 Monitoring
Monitoring is one of  the most important processes to optimize man-
ufacturing and gather real-time data for analytics. Industries need 
constant monitoring of  the manufacturing process to identify faults 
and rectify or even predict the fault to avoid undesirable results. ML 
can train the models by feeding the data of  these complex process-
es; based on the input data, these models can then predict future 
faults. Smart sensors can gather data that is, otherwise, impossible 
to gather. Smart monitoring integrates with IoT, data analytics, and 
cloud computing in Industry 4.0. In this context, Table 3 presents an 
overview of  the diverse processes and algorithms employed in man-
ufacturing. The table serves as a valuable reference for the discussion 
on the utilization of  ML and AI in manufacturing, as demonstrated 
in the following examples.
Computer-based monitoring is an important aspect of  Industry 4.0 
that includes both ML and AL. The latest sensors, such as RGB 
detection camaras equipped with ML, have proven efficient and ef-
fective in monitoring with higher output for inspection. Computer 
vision gathers data in the form of  videos and images fed to ML 
for analysis and optimization, enabling a process to continuous-
ly monitor the smart manufacturing. Chen et al.[24] analyzed and 
implemented a data-driven system to detect wire bonding defects 
in the manufacturing of  integrated circuits (ICs). The method used 
data processing to separate and locate defects in images of  ICs. Data 
were gathered through X-ray imaging from the assembly line. ML 
algorithms such as SVM (Support Vector Machine), VDS (Veloci-
ty Distance Support), and CNN (Convolutional Neural Network) 
were employed to develop the modern monitoring and inspection 
system for ICs fabrication. SVM was found to be the most useful of  
the algorithms in terms of  fault detection. Zhang and Gao[25] em-
ployed an ML-based detection system for optimization of  reagent 
for floatation during extraction of  iron ore. During the extraction 
of  minerals, especially iron, workers must constantly adjust the dose 
of  reagent; the quality of  the final extracted mineral is dependent on 
the dosage. ML algorithms were developed using neural networks. A 
database was built using images of  flotation tailings to differentiate 
the grade of  iron ore. After using more than 13 artificial neural net-
works, an optimized ML-based system was developed that had 97% 
accuracy in detection variations.
 
3.2	 Process control and fault detection
The efficiency of  smart manufacturing improves with advanced 
fault detection systems that aid in process sustainability. Modern 
tools combined with ML algorithms help in achieving a strategic 
edge over competitors. The use of  high-end manufacturing fault de-
tection systems not only improves the production time but also en-
sures high-quality products for end users. Wang et al.[52] explained 
and analyzed a method based on CNN-DLSTM learning to detect 
faults in the manufacturing of  rolling bearings. The fault diagnostic 
system was based on deep long short-term memory (DLSTM) and 
convolutional neural networks (CNN). The study primarily focused   
on   the   faults    in bearings    for different working conditions in 
which gathering large-scale data proved difficult. Deformable CNN 
enhanced the ability
 
of  standard CNNs for local feature extraction using fixed geomet-
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ric structures. DLSTM further encoded the sequential information 
contained in the output of  deformable CNN. Dense layers were 
applied to capture high-level features and then classify them into 
data samples for different fault types. Approaches such as transfer 
learning were used to feed data for pre-training a fault detection 
mechanism using sample data from various working conditions. 
The model could then be used to optimize other conditions and 
processes. The developed framework, combined with real-time data, 
exhibited better output efficiency and results. Additionally, Glaser 
et al.[53] studied the vibrations of  various production machine to 
assess the conditions of  machines. Deep learning techniques, such 
as deep tree (DT) and CNN, were used to study the relationship be-
tween machine condition and faults in products. Data on vibrations 
of  machines in cold forging industries were collected. CNN was able 
to detect faults with 99.6% accuracy, while DT detected faults with 
92.5% accuracy without classification.

3.3	 Quality assurance
Using ML and AI, quality control can be automated completely. 
Smart manufacturing and AI can inspect all the final output for 
quality checks. This can dramatically reduce the number of  prod-
ucts reaching end users. Smart monitoring systems can detect color, 
texture, physical shape, tolerance, and packaging. The intrinsic com-
plexity of  modern manufacturing units (comprising machining, pro-
duction line, and assembly), together with unanticipated interrup-
tions and various uncertainties, make it extremely difficult to ensure 
product quality in sectors like aerospace and automotives and in 
modern manufacturing in general. As a result, effective solutions for 
automating and detecting problems are valuable to manufacturers. 
These solutions are based on real-time data and AI and ML models. 
Automated detection and visual inspections—enhanced with deep 
learning approaches to predict possible defects—are used to pre-
vent issues in manufacturing processes, opening the possibility of  
zero-fault production models.[54]

3.4	 Enhanced security of  industries
Industry 4.0 uses many data sets and sources, as well as newer tech-
nologies such as cloud computing, IoT, blockchain, and AI, to im-
prove and optimize manufacturing process efficiency. However, this 
comes at the expense of  potential cybersecurity vulnerabilities and 
threats.
Federated learning techniques, which distribute the training and 
learning process among industrial manufacturing nodes, have re-
cently emerged as a solution to address stated
 
scalability and privacy difficulties. These nodes have the ability to 
collaborate by using only local characteristics in development of  a 
model using central learning tools without sharing any sensitive and 
important private data sets.[55] Although this is a significant im-
provement in terms of  addressing important security and data priva-
cy issues, new studies have pointed out a number of  risks associated 
with federated learning tools, particularly with regard to attacks, such 
as reverse engineering, that can directly extract important informa-
tion based on real-time datasets.[56] Future research must focus on 
privacy aspects of  AI and ML models by employing differential pri-
vacy and safe multi-party computational techniques.

Smart and modern manufacturing industries are using integrated 
communication frameworks to share real-time data for processing 
units. The communication is based on network connectivity through 
the internet. This massive movement of  data requires state-of-the-
art security protocols and end-to-end data encryption to avoid data 
misuse and attack. Every networking node must be protected by 
designing the smart manufacturing unit with integrated security sys-
tems in place.[57]

3.5	 Data analytics
The goal of  smart manufacturing is to translate and transform re-
al-time data analytics into efficient output for intelligent manufactur-
ing processes. Modern industries have more than 100 EB data gath-
ered annually from manufacturing processes. Big Data analytics can 
be used in optimizing and maximizing process efficiency through 
timely decisions.[58] In short, Big Data is a necessary part of  smart 
manufacturing and Industry
4.0. Manufacturers have started to realize that this enormous amount 
of  data holds great strategic value, dependent not merely on the col-
lection of  the data but the underlying knowledge base that can be 
proven very effective. Dubay et al.[59] explained the worldwide man-
ufacturing practices and use of  AI and Big Data analytics for sustain-
able growth. The integration of  IoT, Big Data and smart manufac-
turing units has enabled the exploitation of  the data to the fullest. 
The study briefly explained the relationship between Big Data and 
smart manufacturing, arguing that the lack of  implementation of  re-
search studies to industrial manufacturing has resulted in a huge gap 
in defining the effective role of  data analytics. Research on Big Data 
concentrates on value addition, but there are other factors of  consid-
erable relevance to smart manufacturing, including velocity, volume, 
and variety. Studies by Brown et al.[60] stressed the importance of  
Big Data analytics for manufacturing planning, business decision-
making, sustainability, environmental implications, supply chain, hu-
man resources, and lean manufacturing. Smart manufacturing and 
Industry 4.0 are dependent on customer satisfaction using Big Data 
analytics for enhanced efficiency, speed, cost, and quality. Ultimately, 
Big Data analytics boost the user experience through constant pro-
cess innovation and timely business decision-making.
Big Data involves multi-source product data gathered from the life 
cycle analysis in manufacturing. The data are considered based on 
quantity (volume), variety (diverse heterogeneous data sources), ve-
locity (high-speed data gathering), veracity (diverse uncomplete data 
with errors, approximations, and inconsistency), and value addition 
(the outcome of  data analytics). Big Data from manufacturing can 
be divided into management data, user data, product data, and public 
data.[61] Management data can be collected through smart manu-
facturing systems, and data analytics aids in planning, management, 
maintenance, job assigning, sales, marketing, and inventory manage-
ment. The management data analytics can further be extended to 
customer service as well as financial management of  the manufac-
turing units. The equipment data is used to optimize the processes 
and monitor process parameters to assess real-time performance. 
Different internet sources and public data can strengthen the supply 
chain for different demographics and meet the supply and needs 
of  end users. Large industries use efficient and cost- effective data 
collection and processing systems, such as IoT and data computing, 
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to digitize manufacturing capabilities.

3.5.1	 Data collection
The data collection process in the manufacturing industry takes a 
variety of  forms, such as IoT, smart sensors, and intelligent systems. 
In industrial manufacturing units and products, for example, built-in 
integrated sensors enable continuous measurement, monitoring, and 
reporting of  real- time operational parameters like pressure, temper-
ature, and vibrations. RFID is used in identification, management of  
numerous workpieces, tracking, and raw material inventory manage-
ment for production. Additionally, the development of  internet con-
nectivity opens the door to collecting user data via smart terminals 
such as PCs, mobile phones, tablets, and laptops. Data can also be 
gathered using software development kits and other programming 
interfaces. Additionally, web crawling is a popular data acquisition 
method to gather public data based on specific criteria and bounda-
ries established by engineers and AI. Web crawling is the process of  
using “crawler” programs to search publicly accessible web pages 
and information to gather useful data.
 

3.5.2	 Data storage
The massive amount of  data gathered within manufacturing opera-
tions needs successful integrating and secure storage. Manufacturing 
data comprises three categories: structured data, e.g., numbers and 
tables; semi-structured data, e.g., graphs, trees, and XML documents; 
and unstructured data, e.g., log books, audio files, videos, and imag-
ing. The management of  unstructured data in corporate databases 
is challenging, which is why industrial manufacturers have always 
placed a strong emphasis on storing structured data. Cloud comput-
ing provides cost-effective and efficient data storage solutions.

3.5.3	 Data processing
Data processing is a term for operations used to extract information 
from a massive chunk of  data. Data visualization aids manufacturers 
in making calculated, informed, and logical decisions. Data must be 
pre-processed systematically to eliminate redundant, identical, false, 
and inconsistent information. Data sorting and cleaning includes the 
following tasks: missing values, improper format, duplication, and 
junk data cleaning. The latest data reduction processing can organ-
ize and simplify the enormous volume of  data. ML and AI can be 
applied to process filtered data. Data analytics employs computing 
resources, various forecasting models, data crunching techniques, 
and predictions to present insights and forecasting of  manufacturing 
unit performance.

3.5.4	 Data-driven smart manufacturing
Optimization of  manufacturing is dependent on the exploitation of  
Big Data. Data analytics through AI and ML have shifted the para-
digm toward smart manufacturing. Big Data analytics is employed to 
process, store, and gather real- time data. As Tao et al.[61] explained, 
the data-based smart manufacturing framework is divided into four 
unit types: manufacturing, data, monitoring, and processing. Manu-
facturing units may be autonomous and perform various manufac-
turing activities, including input and output of  products, collection 
of  data, and monitoring of  human interactions. Data units are relat-

ed to collecting manufacturing data that is fed through cloud com-
puting. The data are thoroughly analyzed for actionable decisions 
and outcomes. Data analytics is employed in planning, designing, 
and manufacturing to enhance process efficiency. Monitoring units 
get the manufacturing data in real time for the development of  opti-
mal and sustainable process strategies. Processing units are designed 
for the swift processing of  massive amounts of  data to predict is-
sues, diagnose problems, and recommend effective solutions.
3.5.5	 Tuning AI and ML models for manufacturing
Once an AI or ML model has been trained, it is important to tune 
the model to improve its performance on manufacturing data. Tun-
ing can be done by adjusting the hyperparameters of  the model. 
Hyperparameters are parameters that are not learned from the data 
but are instead set by the user.
There are a variety of  hyperparameters that can be tuned in AI and 
ML models. Some common hyperparameters include the following:
	 Learning rate: The learning rate controls how quickly the 
model updates its parameters during training.
	 Number of  epochs: The number of  epochs is the number 
of  times the model will iterate over the training data.
	 Batch size: The batch size is the number of  training exam-
ples that are used to update the model’s parameters at each iteration.
	 Regularization parameters: Regularization parameters are 
used to prevent the model from overfitting the training data.
The optimal hyperparameters for a given model will vary depending 
on the specific manufacturing data that is being used. It is important 
to experiment with different hyperparameters to find the set of  hy-
perparameters that results in the best model performance.
Here are some specific examples of  how tuning can be used to im-
prove the performance of  AI and ML models in manufacturing:
	 Tuning a predictive maintenance model: A predictive 
maintenance model can be tuned to improve its accuracy at predict-
ing when machines are likely to fail. This can be done by adjusting 
the hyperparameters of  the model, such as the learning rate and the 
number of  epochs.
	 Tuning a quality control model: A quality control model 
can be tuned to improve its accuracy at detecting defects in products. 
This can be done by adjusting the hyperparameters of  the model, 
such as the batch size and the regularization parameters.
	 Tuning a production optimization model: A production 
optimization model can be tuned to improve its accuracy at predict-
ing the optimal production schedule. This can be done by adjusting 
the hyperparameters of  the model, such as the learning rate and the 
number of  epochs.
Tuning is an important part of  the process of  developing and de-
ploying AI and ML models in manufacturing. By carefully tuning the 
hyperparameters of  a model, manufacturers can improve the perfor-
mance of  the model and achieve better results.
  
4.	 Limitations and prospects of  AI and ML
Most manufacturing systems carry out multiple operations following 
predetermined production logic and plans utilizing conventional pro-
cess machines. To support these machines, manual and paper-based 
working methods are frequently employed. Under this method, there 
are several difficulties. First, low working efficiency is caused by the 
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lengthy procedures, executions, and interactions that take place on 
shop floors when many people are involved. For instance, whenever 
there are re-engineered designs, the technicians, machine operators, 
chief  engineers, and floor supervisors typically gather to propose a 
solution. It is extremely normal for these meetings to take four hours 
or longer, as all parties must first share information or related data to 
assess the present situation to find a workable solution. Second, pa-
per data sheets or record books are typically used for data collection. 
The WIP level, working components, and other crucial information 
must be recorded by various personnel. Workers are often preoc-
cupied with running equipment and dislike spending time entering 
data for non-value-added operations. Third, shop floor supervisors 
must utilize data to make decisions about scheduling and planning 
production. Unfortunately, most decisions are based on information 
and data from paper sheets or record books, and these decisions are 
often irrational and impractical. This is because managing a large 
number of  paper sheets and cards, where the information collected 
is constantly delayed, takes a great deal of  time and work.[62] For 
most industrial organizations, real- time data collection is necessary 
to progress with Industry 4.0. IoT and CPS may present a solution.

4.1	 Trust in AI and ML
Trust features extensively in a wide range of  social scientific topics. 
There are different definitions and analytical frameworks used to 
examine the trust factor. Although trust is frequently and natural-
ly used in speech and everyday work, it remains difficult to explain 
and define the concept. Andras et al. explained how trust is treated 
across several disciplines and professions:
“In the social world trust is about the expectation of  cooperative, 
supportive, and non-hostile behavior. In psychological terms, trust is 
the result of  cognitive learning from experiences of  trusting behav-
ior with others. Philosophically, trust is the taking of  risk based on a 
moral relationship between individuals. In the context of  economics 
and international relations, trust is based on calculated incentives for 
alternative behaviors, conceptualized through game theory.[63]
Mayer et al.[64]   identified three main aspects of  trust: Benevolence, 
Ability, and Integrity. Similarly, Dietz and Hortog[65] discussed dif-
ferent forms and types of  trust, i.e., belief, decision, and respective 
actions. This study emphasized the importance of  these three crucial 
forms of  trust to get useful results out of  the system. As concerns 
the latest technologies and systems, the main issues requiring trust 
are the handling of  vast amounts of  data, safeguarding privacy, and 
preventing data misuse. A trusted and secure cybersecurity setup, as 
illustrated in Fig. 3, goes a long way in establishing user trust.

Fig. 3 Lifecycle of  trust for AI and ML.

5.	 Discussion
The discussion portion delves further into the issue at hand, offer-
ing a thorough analysis that emphasizes the significance of  artificial 
intelligence and machine learning in the industrial sector. In addition 
to outlining the potential benefits and drawbacks of  these technolo-
gies, this part shows how you may get engaged in creating and using 
AI and ML in production in the future.

5.1	 AI and ML in smart manufacturing

The industrial sector is seeing fast change as a result of  AI and ML. 
Automation, increased efficiency, and process optimization are all 
goals of  these technological advancements. Systems driven by AI 
and ML may gather and evaluate data from many different places, 
such as sensors, machines, and humans. Better judgments about 
industrial processes may be made using this data. Artificial intelli-
gence and machine learning have the potential to automate many 
human-intensive processes in the industrial industry. Workers may 
then be free to concentrate on tasks that provide more value. Quality 
assurance, predictive maintenance, and other similar processes may 
be mechanized with the help of  AI and ML.to the administration of  
the supply chain. 
Manufacturing efficiency may also be enhanced with the aid of  
AI and ML. Production schedule optimization, waste reduction, 
and product quality improvement are all possible with AI-powered 
systems. Improved and more environmentally friendly production 
methods are another area where AI and ML may be put to use. 

5.2 Problems and possibilities 

Although artificial intelligence and machine learning have great 
promise for the industrial sector, there are still certain obstacles that 
must be overcome. New data storage and processing solutions are 
needed to manage the enormous volumes of  data produced by in-
dustrial processes, which is a difficulty. A further obstacle is the need 
to create trustworthy and safe ML and AI systems. Producers must 
have faith that these systems are foolproof  and impervious to hack-
ing attempts. 

Despite these obstacles, AI and ML provide enormous prospects for 
the industrial sector. By increasing manufacturing’s efficiency, pro-
ductivity, and sustainability, AI and ML may completely transform 
the sector. 

5.3.3 Artificial intelligence and machine learning’s place in the indus-
trial sector’s future 

It seems like AI and ML will have a bright future in manufacturing. 
These technologies are already quite strong and adaptable, and they 
will only grow in strength and versatility from here. As a result, ar-
tificial intelligence and machine learning will find novel uses in the 
industrial sector. One potential use of  AI and ML is the creation 
of  adaptive, self-optimizing industrial systems. Personalization of  
goods to suit specific tastes and requirements is a potential use of  
these technologies. More eco-friendly and long-lasting production 
methods might be created with the help of  AI and ML. One po-
tential use of  AI and ML is to improve energy usage while simulta-
neously reducing waste. The use of  AI and ML in production has 
promising future prospects. These innovations may revolutionize 
manufacturing by making it greener, faster, and more efficient. 

5.4 The Function of  Both Government and Business 

When it comes to manufacturing, AI and ML may be game-changers 
if  the government and industry work together. Governments have 
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the power to support technological advancement by allocating funds 
for research and development and by enacting laws that promote 
the use of  these technologies. The private sector may contribute by 
funding AI and ML studies and by collaborating with public agencies 
to create rules that encourage the use of  these technologies. 

6.	 Conclusion

This overview follows the evolution and widespread use of  algo-
rithms based on artificial intelligence and machine learning in the 
business world. Findings from the study shed light on the most 
important current tendencies in industrial AI as they pertain to the 
study and deployment of  cutting-edge technologies and domains for 
AI that leverage real-time data analytics. When it comes to incorpo-
rating AI into different applications, it finds, names, and describes 
the basic design ideas that are involved. The development, applica-
tion, and deployment of  next-generation Industrial AI systems, es-
pecially for the manufacturing industry, are influenced by these ideas. 
Smart process design, monitoring, control, scheduling, and industri-
al applications form the basis of  smart manufacturing units’ opera-
tions, according to this comprehensive assessment that analyzed the 
capabilities of  these contemporary systems in detail. Smart manufac-
turing integrates techniques from CPS, the Internet of  Things (IoT), 
sophisticated robots, big data, and analytics. Through intelligent 
manufacturing, these technologies are revolutionizing the globe. 
Data analytics, sophisticated artificial intelligence algorithms, human 
factors, and real-time data all work together to improve production 
capacities. The integrated capabilities of  modern AI and ML-based 
production systems, including smart monitoring, defect detection, 
and smart controls, have caused a revolution inside industries.
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